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Abstract: This contribution introduces the Naf_Authentication_Notification service operation to allow the USS to trigger re-authentication, update authorization data or revoke authorization of UAV and updates corresponding Nnef_Authentication service operation. 
1. Introduction/Discussion
The re-authentication, authorization data update or authorization revocation should be seen as possible subsequent operation of Naf_Authentication service after the authentication procedure. The USS/AF itself should support such operations by using a notification mechanism. Therefore, a new Naf_Authentication_Notification operation is defined to allow the USS/AF to trigger re-authenticate, update authorization data or revoke the authorization of UAV. 
Besides, to align with the Nnef_Auth_Notification operation in signalling flows (see clause 5.2.4 and 5.2.7) and the introduced Naf_Authentication_Notification operation, corresponding NEF service in clause 4.4.1.1 is also revised.
2. Text Proposal
[bookmark: _Toc519004414]It is proposed to capture the following changes vs. TS 23.256.
[bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc73974954]4.4.1	Service Operations
[bookmark: _Toc73974955]4.4.1.1	NEF Services
[bookmark: _Toc73974956]4.4.1.1.1	General
In addition to those defined in TS 23.501 [2] clause 7.2.8 and TS 23.502 [3] clause 5.2.6, the following table illustrates additional NEF services to support UAS.
Table 4.4.2.1.1-1: NF Services provided by NEF
	Service Name
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	Nnef_Authentication
	authenticate
	Request/Response
	AMF, SMF

	[bookmark: _Hlk68623150]
	revokenotification
	Request/ResponseSubscribe/Notify
	AMF, SMFAF



[bookmark: _Toc73974957]4.4.1.1.2	Nnef_Authentication service
[bookmark: _Toc73974958]4.4.1.1.2.1	General
Service Description: This service enables the consumer to authenticate and authorise the Service Level Device Identity. In case of UAS, the service is used to authenticate and authorize the UAV identified by a CAA-Level UAV ID.
[bookmark: _Toc73974959]4.4.1.1.2.2	Nnef_Authentication_authenticate service operation
Service operation name: Nnef_Authentication_authenticate
Description: Provides the authentication and authorization result of the Service Level device Identity.
Input, Required: Service Level Device Identity, GPSI.
Input, Optional: Authorization Server Address, PEI, UE IP address (in case the consumer NF is SMF), authentication container provided by UE.
Output, Required: Success/Failure indication, Authorization Data container.
Output, Optional: None.
[bookmark: _Toc73974960]4.4.1.1.2.3	Nnef_Authentication_revoke notification service operation
Service operation name: Nnef_Authentication_revokenotification
Description: Re-authenticate, update authorization data or rRevoke the UUAA authorization of a UAV.
Input, Required: Service Level Device Identity, 3GPP UAV ID, cause of revocation.
Input, Optional: Authorization Data container, cause of revocationNull.
Output, Required: Acknowledge indication.
Output, Optional: None.

* * * * Second change * * * *
[bookmark: _Toc73974961]4.4.1.2	AF Services
[bookmark: _Toc73974962]4.4.1.2.1	General
In addition to the AF services defined in TS 23.501 [2] clause 7.2.19 and TS 23.502 [3] clause 5.2.19, the following table shows the AF services to support UAS.
Table 4.4.1.2.1-1: NF Services provided by AF
	Service Name
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	Naf_Authentication
	authenticate
	Request/Response
	UAS NF/NEF

	
	notification
	Subscribe/Notify
	UAS NF/NEF



[bookmark: _Toc73974963]4.4.1.2.2	Naf_Authentication service
[bookmark: _Toc73974964]4.4.1.2.2.1	General
Service Description: This service enables the consumer to authenticate and authorize the Service Level Device Identity. In case of UAS, the service is used to authenticate and authorize the UAV identified by a CAA-Level UAV ID.
[bookmark: _Toc73974965]4.4.1.2.2.2	Naf_Authentication_authenticate service operation
Service operation name: Naf_Authentication_authenticate
Description: Provides the Authentication and Authorization result of the Service Level Device Identity (i.e. CAA-Level UAV ID for UAS).
Input, Required: Service Level Device Identity, GPSI.
Input, Optional: PEI, UE IP address, authentication container provided by UE.
Output, Required: Success/Failure indication, Authorization Data container.
Output, Optional: None.
4.4.1.2.2.3	Naf_Authentication_notification service operation
Service operation name: Naf_Authentication_notification
Description: Re-authenticate, update authorization data or revoke the UUAA authorization of a UAV.
Input, Required: Service Level Device Identity, GPSI.
Input, Optional: PDU Session IP address, Authorization Data container, cause of revocation.
Output, Required: Acknowledge indication.
Output, Optional: None.

* * * * Third change * * * *
[bookmark: _Toc64385464][bookmark: _Toc64529614][bookmark: _Toc73974990]5.2.4	UUAA Re-authentication by USS/UTM



Figure 5.2.4.1-1: UAV Re-authentication procedure
UAS NF stores the UE UUAA context after successful UUAA procedure as explained in clause 5.2.2.2 for UUAA-MM and in clause 5.2.3 for UUAA-SM procedure. The UUAA context may be stored in the UDSF or may be stored locally in the UAS NF depending on deployments.
1.	The USS sends a Naf_Auth_notification request to UAS NF for re-authentication of the UAV. The USS includes GPSI, CAA-Level UAV ID, PDU Session IP address if available in the re-authentication request and an authentication message to be transparently delivered to the UAV.
2.	UAS NF retrieves the UE stored UUAA context. From the stored UUAA context the UAS NF determines the target AMF or SMF for sending the notification.
3a or 3b.	The UAS NF sends Nnef_Auth_Notification request to notify the target NF, i.e. either the AMF or the SMF, to initiate re-authentication of the UAV.
4.	The UAS NF responds back to the USS indicating that re-authentication request has been successfully initiated
5.	If UE is in CM_Idle state, the target NF (i.e. either the AMF or the SMF) initiates the Network Triggered Service Request procedures as described in TS 23.502 [3] clause 4.2.3.3.
6a.	If UUAA-MM was performed, the AMF initiates re-authentication of the UAV as described in steps 4c to 9 of UUAA-MM procedure, clause 5.2.2.2.
6b.	If UUAA-SM was performed, the SMF then initiates re-authentication of the UAV as described in steps 3c to 6 of the UUAA-SM procedure, clause 5.2.3.2.

* * * * Fourth change * * * *
[bookmark: _Toc64385467][bookmark: _Toc64529617][bookmark: _Toc73974998]5.2.7	UUAA Revocation by USS/UTM




Figure 5.2.7.1-1: Procedure for UAV authorization revocation by USS.
UAS NF stores the UAV UEs UUAA context after successful UUAA procedure as explained in clause 5.2.2.2 for UUAA-MM and in clause 5.2.3.2 for UUAA-SM procedure.
1.	The USS sends an authorization revocationNaf_Auth_notification request to UAS NF for authorization revocation. The USS includes GPSI, CAA-Level UAV ID, cause of revocation, PDU Session IP address if available in the authorization revocation request.
2.	UAS NF retrieves the UAV UE's stored UUAA context. From the stored UUAA context the UAS NF determines the target AMF or SMF for sending the notification.
3a or 3b.	The UAS NF sends Nnef_Auth_Notification request to notify the target NF, i.e. either the AMF or the SMF that the UAV is not authorized anymore.
4.	The UAS NF responds back to the USS indicating that authorization revocation request has been successfully initiated.
5a.	If UAS NF has subscribed to AMF for the Mobility Event Exposure with Event ID = Reachability Filter before, UAS NF unsubscribes to AMF for the mobility event notification by sending Namf_EventExposure_Unsubscribe request with Subscription Correlation ID.
5b.	The AMF acknowledges the un-subscription request from 5a by sending Namf_EventExposure_Unsubscribe response.
6.	If UE is in CM_Idle state, the target NF (i.e. either the AMF or the SMF) initiates the Network Triggered Service Request procedures as described in TS 23.502 [3] clause 4.2.3.3.
7a.	If the target NF is AMF, the AMF initiates UCU procedure to inform the UE that UUA is revoked. The AMF shall also initiate the release of PDU Sessions related to UAS services.
7b. If the target NF is AMF, based on network policy the AMF may start network initiated de-registration process as described in clause 4.2.2.3.3 in TS 23.502 [3].
7c.	If the target NF is SMF, the SMF starts network initiated PDU session release process as described in clause 4.3.4 of TS 23.502 [3] to release the associated PDU session.

* * * * Fifth change * * * *

* * * * End of changes * * * *
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